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Introduction:
The growth of AI and its impact on the 
insurance sector

While Artificial Intelligence models have been used across all sectors

for decades, the launch of ChatGPT and Generative AI in late 2022

generalized its use, reaching 100 million users in just two months.

The rapid adoption of Generative AI has led to an increase in certain

types of incidents, such as patent or intellectual property

infringement. Despite the emergence of new risks associated with the

adoption of Generative AI, the technology continues to develop rapidly

and extensively, as numerous studies have shown (see left-hand side,

study from GrandViewResearch).

A large number of fields including healthcare, finance, education and

industry are adopting AI to automate tasks, improve performance and

innovate. However, this proliferation of use cases also brings new

risks and challenges. Just imagine the damage that could result from

incorrect AI-based medical diagnoses or autonomous vehicles making

the wrong choices due to poorly designed Machine Learning systems!

Even though legal action is mainly concerned with defamation cases

today, the risks associated with AI are likely to increase and diversify

as its adoption becomes more widespread.

Within this context, insurance companies need to adapt quickly to

technological developments in order to support their customers

adopting Artificial Intelligence, but also to protect themselves from the

quiet accumulation of risks within existing portfolios.
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1400%
Growth forecast over the 

next 7 years

83%
Companies say that AI is 

their priority for the 

coming years

97m
People working in 

Artificial Intelligence 

worldwide by 2025 



What is Artificial Intelligence (AI)? 

Artificial Intelligence is a technology that enables machines to 

perform tasks that would normally require human intelligence. It 

brings together different technologies, such as Machine Learning, 

Deep Learning and Generative AI, each of which contributes to 

making machines more intelligent and efficient.
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What is the existing insurance cover for the 
new risks likely to arise from the use of 
Artificial Intelligence?
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Before considering offering new insurance products, industry players need to assess the AI-
related risks contained in existing products and the risks that are still underinsured. 
However, it is complex for insurers to understand the risks associated with this technology, 
as there are no empirical data or theoretical models that estimate the frequency of potential 
losses. To this day, there are still very few legal actions, and the known cases are mainly 
focused on copyright infringement by Generative AI modules. In this first part, we will 
examine the damage that is potentially covered by current contracts, as well as those that 
remain insufficiently insured.

AI-related damages likely to be covered by existing policies:

One of the main challenges for insurers is to assess the risks associated with AI in existing 

contracts, a phenomenon known as ‘Silent AI’. This term, inspired by the concept of 'Silent 

Cyber', refers to potential risks associated with AI that are present in traditional property 

and liability insurance policies, but are neither explicitly included nor excluded. In other 

words, an insurance policy that did not initially take AI-related risks into account is likely to 

cover them unintentionally due to an overly broad definition and the absence of specific 

exclusions. This issue is of growing concern to regulators and insurers, prompting efforts to 

clarify and manage indirect exposure to AI-related risks. For example, if AI causes physical 

damage to a person or property, the claim is likely to be covered by property or liability 

insurance. For businesses, some damage may be covered by defective products insurance 

or machine breakdown. It is therefore essential for insurers to review their existing policies 

to guard against the risks of Silent AI. 
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Damage for which cover is uncertain in existing policies:

Some damage caused by AI may be compensated under existing policies, but coverage 

remains uncertain as insurers are still looking to address AI-specific liabilities. For 

example, the use of generative AI in product development, programming, service delivery 

and customer interactions exposes companies to risks of intellectual property and patent 

infringement, which are not generally covered by liability insurance. This type of damage 

may nevertheless be covered by several specific insurance policies, such as cyber 

insurance, intellectual property insurance, errors and omissions insurance or media 

liability insurance. It should be noted that several insurers have considered excluding AI 

from these policies in order to reduce their exposure to risk.

Damage most likely to be underinsured:

Some Artificial Intelligence-related damages are still insufficiently covered by insurance, as 

is the case for economic losses and damages resulting from AI underperformance. Let's 

take the example of an industrial company that uses modules incorporating AI to 

determine whether parts being manufactured meet quality requirements. The technology 

has underperformed, resulting in the production of faulty parts that are dangerous for 

users. The company was forced to halt production and recall parts from the market, which 

had a serious impact on its finances. Damage could be covered by a professional 

indemnity insurance policy for the AI supplier, but only if the supplier's legal liability is 

established. However, it is still very complex for AI users to demonstrate that the module 

has failed. As a result, economic losses are unlikely to be covered by traditional insurance 

due to the lack of evidence of system underperformance.

The insurability of AI therefore remains a complex area, and insurers face new 

challenges in assessing and covering the risks associated with these emerging 

technologies.



Will the widespread use of Artificial 
Intelligence lead to the emergence of new 
insurance products?
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The insurance sector is well aware of the risks posed by Artificial Intelligence, and some 

insurers have already begun to offer specific products to cover these new risks. These 

products are still being developed, but they are becoming more widespread as the use of AI 

becomes more widespread. Other insurers have also enhanced their existing policies by 

adding riders to specifically cover AI-related risks, or on the contrary, clauses to exclude risks 

arising from opaque AI decisions. In short, insurance is evolving to better meet the needs of 

users in this constantly changing field.

Here are a few examples of insurance companies offering specific policies to cover the risks 

associated with AI: 

• Armilla AI partnership with Swiss Re, Chaucer and Greenlight Re: The startup Armilla 

Assurance offers an innovative solution to address the growing concerns of AI providers and 

enterprises. Armilla measures and assesses the risk level of AI models developed by 

vendors to offer technology verification and third-party financial protection to clients to 

facilitate their developments. If an AI model fails to meet expectations or proves unreliable 

in production, Armilla Assurance protects companies from the damage caused. 

• AISure and AISelf by Munich Re: Munich Re has developed two separate products to 

insure AI providers and companies developing their own AI:

• AISure is an insurance solution offered to suppliers to cover damage related to the 

underperformance of AI systems. This means that if an AI solution fails to meet 

expectations, the policy can step in to mitigate users' financial losses. In order to 

grant such cover to suppliers, Munich Re performs extensive technical due diligence 

on the proposed AI solution to ensure the reliability of the technology. Coverage 

limits for AISure range from €5 million to €50 million per AI model. This solution 

allows suppliers to choose a level of protection that is tailored to their specific 

needs, thereby alleviating the concerns of potential customers. 

• AISelf is an insurance product offered by Munich Re that provides companies of all 

sizes with protection against damage caused by their self-developed AI solutions. 

AISelf helps mitigate the problems of underperformance, instability and drift in 

machine learning models.
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Products are still limited due to the lack of historical data and rapidly evolving technology 

making risk assessment and pricing complex. Insurers entering this new market need to 

develop in-house skills and advanced valuation frameworks to better understand the risks 

associated with these AI systems. As with any emerging and evolving risk, it is essential to 

expect a learning curve, with trial and error. However, those who act quickly could gain a 

competitive advantage by developing the necessary skills and capturing significant market 

share, thereby taking advantage of growth opportunities.

Capitalizing on the development of cyber 
insurance

With the rise in cyber attacks, insurance companies have developed specific offers to help 

companies protect themselves against these risks. These offers generally cover aspects such 

as data loss, fraud, data theft and business interruption. 

The development of cyber insurance has been a challenge for players in the insurance sector 

due to the increasing complexity of cyber risks and the speed at which threats have evolved. 

However, over time, insurers have invested in research, training and collaboration with cyber 

security experts to better assess these risks and offer products tailored to the needs of 

businesses. Today, many companies offer specific products to help businesses protect 

themselves against cyber attacks, such as Axa Pro and Groupama Cyber Up.

Insurers can draw on their experience in the cybersecurity market to develop products that 

cover AI-related risks. Indeed, the consequences of a cyber attack, such as business 

interruption, personal/confidential data breach and legal costs, are similar to those of an AI 

failure. As such, insurance companies can create cover and underwriting processes mirroring 

those for cyber security products. In addition, insurers will need to partner with AI experts, as 

they have done with cybersecurity specialists, to provide pre-implementation support for the 

technology and cover to protect against future risks.



How can companies meet the challenges of 
insuring AI-related risks?
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The insurability of Artificial Intelligence depends on an in-depth understanding of the 
associated risks. To offer customers relevant insurance products, insurers will have to 
develop tailor-made solutions and processes. Here are measures that some players have 
already adopted to reduce their risk exposure and meet the challenges of AI insurability:

High underwriting requirements:

Insurers need to develop robust underwriting requirements to anticipate the many 

potential applications that could be created and deployed by AI providers. 

Explicability of models: 

Insurers will have an obligation that AI models developed by providers are transparent. 

This means that decisions made by AI must be understandable and traceable. Techniques 

such as LIME (Local Interpretable Model-agnostic Explanations) or SHAP (Shapley Additive 

explanations) can help explain model predictions. The aim is to clarify the intention of 

coverage and excludes the AI ‘black box’. 

Standards and auditability: 

Insurers will need to work with AI experts to establish standards and best practice. For 

example, security charters, data quality audits, model validation and monitoring processes 

can be put in place. The aim is to broaden their technology skills (internally or through 

partnerships and/or acquisitions) to support underwriting and pricing through technical 

assessments and monitoring.

Risk mapping:

The issue of liability with AI is a complex one for insurers. Who is liable for damage caused 

by AI: the supplier of the technology or the company marketing it? In the absence of a fixed 

regulatory framework, insurers will have to map and weight the liability risks between the 

various intermediaries involved in the design and marketing of AI.

By implementing these solutions, it is possible to improve the transparency of AI and 

strengthen the insurability of systems based on this technology.



A new regulatory framework for AI in the 
European Union
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➢ As part of its Digital Agenda, the European Union is seeking to regulate Artificial 

Intelligence to ensure optimal conditions for the development and use of this innovative 

technology. In April 2021, the European Commission proposed the world's first regulatory 

framework for AI: the AI Act. It proposes that AI systems that can be used in different 

applications should be analyzed and classified according to the risk they pose to users. 

Different levels of risk will imply more or less restrictions.

1

2

3

Unacceptable risk

Systems banned from the EU, due to the risk 

deemed unacceptable.

High risk

High-risk systems authorized, but 

subject to a set of requirements.

Minimal risk

Systems that present a 

minimal risk to the rights or 

safety of citizens.

➢ In 2022, the European Commission adopted two proposals aimed at introducing uniform 

rules for accessing information and reducing the burden of proof in the event of damage 

caused by AI systems. Thus, in situations where a causal link with AI performance seems 

reasonably likely, the ‘presumption of causation’ will help victims to be compensated 

more quickly for damage caused by the technology. This is particularly relevant for 

complex AI systems since it is difficult for victims to understand how they work. 

AI risk levels (Source: AI Act)
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How can Alpha FMC help you?

The insurability of artificial intelligence represents a major challenge for insurance 
companies, given the growing number of companies using this technology to automate 
their processes. With the diversification of use cases, insurers will have to respond to 
new needs and, consequently, cover new risks. 

The first major challenge for players in the sector is to protect themselves against the 
quiet accumulation of risks in existing contract portfolios. To achieve this, insurers 
need to quickly identify AI-related risks through targeted audits. Once done, they will 
be able to develop new products that meet the emerging needs of AI providers and 
companies using these technologies. Although the development of this market is 
complex, insurers can reduce their exposure to risk by developing in-house skills and 
establishing risk assessment frameworks similar to those already used for cyber 
insurance.

Thanks to our business and IT expertise, Alpha FMC is perfectly placed to guide you in 
identifying policies that are likely to cover the risks associated with AI, by reviewing 
the business policies currently available on the market. Our teams will be at your side 
to identify AI-related opportunities and support you in the creation of new offerings, 
enabling you to seize the opportunities offered by this fast-growing emerging market.
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